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In recent decades, wireless communication systems have significantly broadened the communication boundary 

and range, while signals propagating in the free space also expose these systems to eavesdropping attacks. Various 

encryption algorithms have been explored developed and deployed to improve the confidentiality of systems. 

However, these approaches increase the message size and communication delay, and a low-security level is 

realized for devices with limited computation ability [1].  Detection of eavesdroppers has attracted interest from 

both industry and academia since it provides an active countermeasure to eavesdropping attacks. Only receiving 

electromagnetic signals but never transmitting, the perception of hidden wireless eavesdroppers is quite 

challenging. Furthermore, with the development of integrated and miniaturized radio frequency (RF) circuits, 

these eavesdroppers are easily hidden in legal devices, and therefore disabling traditional detection techniques [2]. 

 

In this work, we proposed a hidden eavesdropper detection scheme based on backscattering characteristics of the 

eavesdropper antenna, which is a must component for wireless signal reception. From the antenna theory [3], the 

scattering field 𝐄𝐬 from an antenna is a linear combination of two terms and written as 

𝐄𝐬(𝑍𝐿) = 𝐄𝟎 +
𝑍𝐿

𝑍𝐿 + 𝑍𝐴
𝐄𝐭, (1) 

where 𝐄𝟎 and  𝐄𝐭 are the structure scattering field and radiation field, respectively. 𝑍𝐴 is the input impedance of 

the antenna, and 𝑍𝐿 is the loaded impedance at the excitation port. As the antenna is always connected to the RF 

front with active devices such as low-noise amplifiers (LNA) in modern receivers, 𝑍𝐿 can differ based on the DC 

power supply, as the resistance of transistors in LNA changes dramatically with or without DC basing. In this 

way, using the device under test (DUT) as a scatter, and controlling the power supply of DUT, the existence of a 

hidden eavesdropper can be justified by measuring and recording the back-scattered field from DUT. Full-wave 

numerical simulations have been carried out to verify the effectiveness of the proposed method. As a non-

destructive detection scheme, the proposed method has no distance limit compared with those near field-based 

techniques such as the local oscillator leakage detection method.  
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