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Near field communication (NFC) tags and proximity integrated circuit cards (PICC) sharing the exact air interface
specification of high frequency radio frequency identification (HF RFID), like ISO 14443 A/B, have been widely
used for payment or access control applications. These passive devices are threatened by cloning attacks, which
cannot be protected by the security system using cryptographic authentication methods. Radio frequency
fingerprint (RFF) technology that extracts unique features from the electromagnetic signal emitted by a radio
device, is one promising countermeasure against cloning attacks [1] [2] [3].

In [2], the authors use an oscilloscope to record the PICC signals and to extract the RFF features from the recorded
signal. These features are obtained using frequency sweep operation, which is non-compliant with standards. In
[1] the authors compare the accuracy of various machine learning models, such as convolutional neural network
(CNN) and deep neural network (DNN), for the PICC RFF classifier. However, the classifier is limited to
legitimate PICCs whose RFF have been registered a priori. Hence these classifier models are not suitable for
combating PICC cloning attacks since the RFF of cloned PICC is not in the classifiers training data.

In order to combat the cloning attack, a classifier should have the ability of anomaly (cloned PICC) detection. To
achieve this objective, we adopt a CNN-based Support Vector Data Description (CSVDD) classifier similar to
[4]. We use statistical features extracted from the "answer to request, Type A (ATQA)" message emitted from
PICC cards for classifier training and testing.

In this work, we use 24 legitimate PICCs and six cloned PICCs to perform 10000 tests for each card. The confusion
matrices associated with both CNN-based and CSVDD classifiers are shown in Figure 1 (a). For the RFF classifier
of legitimate PICC test, both classifiers have high accuracy rates (98.1% and 99.5%) as shown in Figure 1 (a).
However, for the RFF classifier of cloned PICC test, the CNN-based classifier only has 50.2% detection accuracy;
contradictorily, the detection accuracy of CSVDD classifier is 96.4% as shown in Figure 1 (b). Clearly, RFF
classifier using CSVDD is an excellent choice for PICC authentication applications.
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Figure 1. Confusion matrix for the CNN-based and the proposed CSVDD classifiers. The legitimate card
classifiers are in (a) and the cloned card classifiers are in (b).
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