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Abstract—To overcome blind spots of an ordinary weather 
radar which scans horizontally at a high altitude, a weather 
radar which operates vertically, so called an atmospheric profiler, 
is needed. In this paper, a K-band radar for observing rainfall 
vertically is introduced, and measurement results of rainfall are 
shown and discussed. For better performance of the atmospheric 
profiler, the radar which has high resolution even with low 
transmitted power is designed. With this radar, a melting layer is 
detected and some results that show characteristics of the meting 
layer are measured well. 
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I.  INTRODUCTION 
A weather radar usually measures meteorological 

conditions of over a wide area at a high altitude. Because it 
observes weather phenomena in the area, it is mainly used for 
weather forecasting. However, blind spots exist because an 
ordinary weather radar scans horizontally, which results in 
difficulties in obtaining information on rainfall at higher and 
lower altitudes than the specific altitude. Therefore, a weather 
radar that covers the blind spots is required. 

A weather radar that scans vertically could solve the 
problem. This kind of weather radar, so called an atmospheric 
profiler, points towards the sky and observes meteorological 
conditions according to the height [1]. Also, because the 
atmospheric profiler usually operates continuously at a fixed 
position, it could catch the sudden change of weather in the 
specific area. 

In this paper, K-band rain radar which has low transmitted 
power and high resolutions of the range and the velocity is 
introduced. The frequency modulated continuous wave 
(FMCW) technique is used to achieve high sensitivity and 
reduce the cost of the system. In addition, meteorological 
results are discussed. Reflectivity, a fall speed of raindrops 
and Doppler spectrum measured when it rained are described, 
and characteristics of the melting layer are analyzed as well. 

II. DEVELOPMENT  OF K-BAND RAIN RADAR SYSTEM 

A. Antenna 
To suppress side-lobe levels and increase an antenna gain, 

offset dual reflector antennas are used [2]. Also, separation 

wall exists between the transmitter (Tx) and receiver (Rx) 
antennas to improve isolation between them. With these 
methods, leakage power between Tx and Rx could be reduced. 
Fig. 1 shows manufactured antennas and the separation wall.  

B. Design of Tranceiver 
Fig. 2 shows a block diagram of the K-band rain radar. 

Reference signals for all PLLs in the system and clock signals 
for every digital chip in baseband are generated by four 
frequency synthesizers. In the Tx baseband module, a field 
programmable gate array (FPGA) controls a direct digital 
synthesizer (DDS) to generate an FMCW signal which 
decreases with time (down-chirp) and has a center frequency 
of 670 MHz. The sweep bandwidth is 50 MHz which gives the 
high range resolution of 3 m. Considering the cost, 2.4 GHz 
signal used as a reference clock input of the DDS is split and 
used for a local oscillator (LO). the FMCW signal is 
transmitted toward raindrops with the power of only 100 mW. 
Beat frequency which has data of the range and the radial 
velocity of raindrops is carried by 60 MHz and applied to the 
input of the Rx baseband module. In the Rx baseband module, 
quadrature demodulation is performed by a digital down 
converter (DDC). Thus, detectable range can be doubled than 
usual. Two Dimensional-Fast Fourier Transform (2D-FFT) is 
performed by two FPGAs. Because the 2D FFT is performed 
with 1024 beat signals, the radar can have high resolution of 
the radial velocity.  Finally, data of raindrops are transferred to 
a PC with local LAN via the an UDP protocol. TABLE I. 
shows main specification of the system. 

 Fig. 1. Manufactured antenna and separation wall. 
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Fig. 1. USB Keyboard Protocol 
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Abstract—Key information of universal serial bus (USB) 
keyboards at keystroke can be found by analyzing the 
electromagnetic emanations from the USB cable. The problem 
with information security such as eavesdropping arises from 
these emanations. This paper presents the emission phenomenon 
according to the signal transmission mechanism of USB 
keyboards and method of measurement and analysis of the 
leaked signal. Electromagnetic emanations were measured by the 
antenna and receiver and analyzed by the several signal 
processing algorithms. 

Keywords—TEMPEST; universal serial bus (USB) keyboard; 
electromagnetic emanations; signal reconstruction; 

I.  INTRODUCTION 
Recently, the research about analyzing the electromagnetic 

emanations from input or output devices of the computer 
which is known as TEMPEST has been continuously 
progressed. The unintentional radiated emissions inevitably 
occur when the sensitive personal information such as 
password is entered through the keyboard. The problem with 
information security such as eavesdropping or harming 
hardware by this phenomenon has also been discussed [1]. In 
2010, the research about analyzing leaked signal from 
personal system/2 (PS/2) keyboards was conducted [2]. The 
recovery technique of radiated signals from not only PS/2 
keyboards but also universal serial bus (USB) keyboards is 
required because the USB keyboards are mainly used in these 
days. With respect to the USB keyboard, the study about 
signal reconstruction using matrix scan technique was carried 
out [3]. But, it is hard to find the original waveform of the 
radiated signal because it is probabilistic estimation model. 

In this paper, the electromagnetic emanations from USB 
keyboards were measured by antenna and receiver and were 
analyzed by signal processing algorithms. Finally, the signal 
reconstruction of keys were accomplished. 

II. RADIATION MECHANISM OF USB KEYBOARDS 
The signal of USB keyboards which is composed of  

differential signaling and digital signals is transmitted to the 

personal computer according to the USB keyboard protocol at 
keystroke as shown in Fig. 1. The binary code is encoded with 
non-return-to-zero, inverted (NRZI) method. The packets are 
composed of start packet, data packet which includes the 
information of the key, and end packet. The binary code of the 
key is located at fixed position in the data packet and the scan 
code of the key is detected by decoding the binary code. The  
peak electromagnetic emanations are dominantly generated at 
the transition edge of the digital signals. The scan code of the 
key is detected by analyzing the waveform of data packet at 
keystroke. 

III. MEASUREMENT AND ANALYSIS 

A. Measurement of Leaked Signal 
The electromagnetic emanations are measured by log 

periodic (LP) antenna which operates from 20 MHz to 3 GHz 
and the wideband receiver which works from 20 MHz to 3.6 
GHz as shown in Fig. 2. The distance between device under 
test (DUT) and antenna is 15 cm and experiment was 
conducted in office environment. By the spectrum analysis, it 
is determined that dominantly radiated emission frequency is 
128 MHz. Sampling rate is set to 10 MHz and the number of 
samples is set to 2 million so that leaked signal can be 
analyzed from 0 ms to 200 ms. The frequency range of 
measured signal is from 128 MHz to 133 MHz and the data 
packet waveform at this frequency range is shown in Fig. 3. 
The measurement data about key S was shown in this paper 
and the target keys are 36 keys: alphabet keys and number 
keys. 
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Fig 2. Experimental Setup 

Fig. 4. Flowchart of signal processing algorithm 

Fig. 3. Data Packet of Measured Signal 

Fig. 5. Data Packet of Band-pass Filtered Signal B. Analysis of Leaked Signal 
Measured electromagnetic emanations are analyzed by 

signal processing algorithms for signal reconstruction as 
shown in Fig. 4. To find the position of data packet of the key, 
band-pass filtering is processed at the frequency range from 
128 MHz to 128.4 MHz and the data packet of band-pass 
filtered signal at this frequency range is shown is Fig. 5. 
Negative peak detection is used in order to find the binary 
code of the key. To find the effective negative peak, the 
voltage threshold level is set, which is from 0.9 to 0.92 times 
the average value of measured signal. Since the data rate of 
USB keyboard is 1.5 Mbps, a minimum interval of effective 
negative peaks is from 0.6 μs to 0.7 μs. The binary code of the 
key is figured out by allocating binary bit to the effective 
negative peaks. The first bit can be either 0 or 1 because the 
relationship between the adjacent two bits determines whether 
it accords with the original scan code of the key or not. As a 
result of allocating binary bits which changes at every 
effective negative peaks, the binary bits from 32nd bit to 40th 
bit are the binary code of the key. By decoding this binary 
code using NRZI method, 01101000 is found and this data is 
accordance with the original scan code of the key S as shown 
in Fig. 6. In the same way, signal reconstruction of the other 
keys were also accomplished. 

IV. CONCLUSION 
In this paper, the electromagnetic emanations from USB 

keyboard were measured by LP antenna and receiver, and 
analyzed by the signal processing algorithms for information 
recovery. As the center frequency was set to 128 MHz and 
sampling rate was set to 10 MHz, the leaked signal at the 
frequency range from 128 MHz to 133 MHz was received by 
the receiver. In order to find the position of data packet of the 
key, band-pass filtering at the frequency range from 128 MHz 
to 128.4 MHz was conducted. By processing peak detection, it 
was shown that the analyzed data in the measured signal was 
accordance with the scan code of the key and the signal 
reconstruction of 32 keys among 36 keys were accomplished. 
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Fig . 6. Binary Code of key S 
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