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Abstract – There is a risk of eavesdropping the
screen image of an information device by exploiting
unintended electromagnetic (EM) emanation. Leakage
frequencies may be detected by displaying a specific
image (‘‘control image’’) on the device. The control
image is effective to estimate the source of EM
emanation from the device. In this article, to design a
more effective control image for estimating the leakage
frequency, we compared several control images con-
sidering EM emanation in transition-minimized differ-
ential signaling.

1. Introduction

There is a threat of EM information leakage from
the display of tablet devices [1]. Electromagnetic (EM)
eavesdropping from high-definition multimedia inter-
face (HDMI) has been reported [2]. There is a method
to estimate the source of EM emanation from the device
by displaying a specific image (‘‘control image’’) on the
display and estimating the leakage frequency [3]. In this
article, we discuss the design of the control image that is
more effective in estimating the leakage frequency in
transition-minimized differential signaling (TMDS),
which is the transmission method used for HDMI
cables.

2. Estimating the Leakage Frequency by Using
the Control Image

The control image displayed on the information
device is designed so that AM-demodulated EM
emanation at the leakage frequency can be detected as
an audible range frequency signal. By detecting the
audio signal, the leakage frequencies are detected
without screen reconstruction [4]. This method is used
to estimate the leakage frequency by designing the
control the control image considering the EM emana-
tion in TMDS.

Figure 1 shows an example of image reconstruc-
tion. The amplitude of an AM demodulation signal 240
Hz from radiation 0 MHz to 1000 MHz was measured
while the control image was displayed. The result
shown in Figure 1a indicates that leakage frequencies
462 MHz and 522 MHz are estimated. Figure 1b is
displayed image on the display monitor, and Figures 1c
and 1d are images obtained by EM radiation at the
frequencies. The reconstructed images in Figures 1c and
1d have degraded contrast, and contrast in Figure 1d is
inverted, but the information displayed can be read. By
using the control image, the leakage frequency was
estimated effectively.

A low-voltage differential signaling (LVDS)
transmission method is used in laptop PCs and tablets.
The control image using a display color with more bit
inversions in transmission data is more suitable for
estimating a leakage frequency for LVDS [4]. The
control image that makes the intended frequency large
is more effective to estimate the leakage frequency. To
design a more effective control image for estimating the
leakage frequency in TMDS, we compared multiple
control images considering EM emanation in TMDS.

3. Design and Evaluation of Control images

The control image derived from a previous study
[4] is ‘‘striped black and white’’ and has black and white
stripes, shown in Figure 2a; this is used as a reference
for proposed control images. TMDS and LVDS are
digital signal transmission methods, which differ by the
encoding format. The encoding process of TMDS has
two stages. Each RGB 8 bit code is converted to a
transition-minimized 9 bit code word and then into a 10
bit code word that manages the overall dc balance of the
transmitted stream [5]. The overall appearance numbers
of ‘‘0’’ and ‘‘1’’ in the output stream become equal. Even
if the input RGB values are the same, the output may be
different, depending on past transmission data. Effec-
tive control image for evaluating EM information
leakage should have no fluctuation in the number of
bit inversions in each encoding.

Such conversion cases are 52 among 256 values of
8-bit data. The number of bit inversions in 10 bits is at
least two times and at most five times. In this article, the
control image was designed from 52 cases, using
display color cases that have bit inversion for two,
three, and five times. A display color (RGB value: 16,
16, 16) that has bit inversion for two times was selected
as a display color in the region of small emanation.

Figures 2b–2d show control images that have
different bit inversion numbers. Table 1 shows the
display colors used in the control images. The case
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(Figure 2d) of bit inversion for five times, which is a

maximum number, has the largest emanation. When the

control images are displayed on the device at a refresh

rate of 60 fps (;59.95), the audible range frequency

signal is determined to be 240 Hz, which is a product of

the number of striped patterns control images which has

Figure 1. Reconstruction results of the display monitor.

Figure 2. Control images in TMDS.

Table 1. Colors used for designing control images in TMDS
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four stripes and the refresh rate (240 Hz). We designed
control images with the same size as the screen
resolution 1920 3 1200. Figure 3 shows the experi-
mental setup, and Table 2 shows specifications of the
target device.

Figure 4 shows spectrum of AM-demodulated
signal at the leakage frequencies, and Figure 5 shows
the peak value of 240 Hz at the leakage frequency of
each control image. We confirmed that the larger the
number of bit inversions becomes in the transmitted
signal at the leakage frequencies of both 462 MHz and
522 MHz, the larger the peak value of 240 Hz becomes.
The control image of ‘‘case d’’ (five times) in Table 1
and Figure 2d has the highest sensitivity to evaluate EM
information leakage frequency.

4. Conclusion

To design a more effective control image for
estimating the leakage frequency, we compared several
control images considering EM emanation in TMDS.
We designed control images by selecting the display
color considered the number of bit inversion of
transmission signal. We confirmed that the larger the
number of bit inversion of the transmission signal of
display color becomes, the larger the peak value of 240
Hz becomes. We considered that it would be effective
to consider the choice of display color when estimating
the leakage frequency using the control image that
contained the intended frequency.

Figure 3. Experimental setup.

Table 2. Specifications of the target devicea

a WUXGA Wide Ultra Extended Graphics Array.

Figure 4. Spectrum of AM-demodulated signal.

Figure 5. Peak value at 240 Hz of each control image.
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