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Abstract 
 
Deep learning has achieved superior performance on radio 
signal modulation classification. However, its security 
and reliability are vulnerable due to its data-oriented 
learning strategy. In this paper, the vulnerability of deep 
neural network for radio classification is investigated. 
Based on the radar and communication waveforms, slight 
optimal perturbations are generated and added onto the 
original signals by searching for the saliency map. The 
simulated results show that the deep neural network will 
suffer degradation of classification accuracy due to 
adversarial deception both for radio signals with high and 
low signal-to-noise ratio. 
 
1 Introduction 
 
Deep neural network (DNN) has obtained high efficiency 
and accuracy in many classification tasks in recent years 
[1]. Specifically, DNN performs well in the field of 
wireless communication systems [2]. O’Shea et al. used 
DNN for radio signal modulation classification and 
realized superior classification accuracy [3-4].  
 
Although DNN has made great breakthroughs in the field 
of artificial intelligence, it relies heavily on the 
distribution of training dataset and has inherent limit [5]. 
Szegedy et al. found that adversarial deception images 
can be generated by adding small perturbations to original 
images which are imperceptible to human vision system. 
The DNN classifier changed its prediction results of the 
adversarial deception images completely in such a way. It 
has been shown that DNN is highly vulnerable to 
adversarial examples, which raises significant security 
and robustness concerns [6]. In [7], many kinds of 
adversarial deception algorithms and defense algorithms 
are thoroughly introduced, in which proved the 
vulnerability of the image classification model. Similarly, 
there is also great potential for damage from adversarial 
deception in radio classification systems, such as 
communication modulation. Kokalj et al. used Fast 
Gradient Sign Method (FGSM) to demonstrate the 
vulnerability of modulation classification against 
adversarial examples [8]. What’s more, the deception is 
significantly more powerful than classical jamming 
deception [9].  
 

Though the previous studies had verified that adversarial 
examples degraded the classification performance, the 
perturbations are generated based on the whole signal 
samples. In this paper, by drawing on the idea of Jacobin-
based Saliency Map Attack (JSMA) [10], adversarial 
deception signals are generated by changing certain few 
points of the original signal, which can deceive the DNN 
secretly. 
 
2 Methodology 
 
In this section, procedures for crafting a white-box 
adversarial deception on the intelligent radio classification 
system are demonstrated.  
 
Consider an original signal X , the output of DNN is 

( )F X , classified as ( )XF Y= . Considering the 
targeted deception is performed, we assign a particular 
class t  as the target label before deception. Adversarial 
deception signal *X  is optimized to be as similar as X , 
but misclassified as ( )*

tF X Y Y= ≠ . To generate X ∗ , 

the adversary needs to search for special points which 
have significant impact on the whole original signal. To 
realize the purpose above, three main parts will be 
implemented. 
 
Firstly, calculate forward derivative of DNN in Eq. (1). 
The forward derivative is defined as the Jacobin matrix of 
the function F  learned by DNN after training, 
 

 ( ) ( ) ( )
1... , 1...

j

i i M j N

F XF X
F X

X X
∈ ∈

= =
∂ ∂

∇  ∂ ∂  
 (1) 

 
where ∇  represents gradient, M  and N  represents the 
input and output dimension of the DNN, respectively. By 
calculating the forward derivative, the input features that 
lead to significant changes in network outputs can be 
found. 
 
Then, construct a saliency map S  based on the derivative. 
Saliency map is a visualization tools that shows the 
uniqueness of each pixel. It shows the influence of 
different input features to the classification results. 
Therefore, through this saliency map, adversary will 
perturb the input components to effect the desired changes 



in network output efficiently. For a classifier, the 
predicted class corresponds to the component with highest 
probability, i.e., 
 

 ( ) ( )arg max jjX F Xlabel =  (2) 

where ( )label X  denotes the classification result of the 
DNN. 
 
Precisely, the adversary aims to misclassify a sample X  
such that it is assigned as a target class ( )Xt label≠ . 
Therefore, the probability of class t  given by F , i.e., 

( )tF X , must be increased. On the contrary, the 
probabilities ( )jF X  of all other classes j t≠  should be 
decreased, until arg max ( )j jt F X= . The adversarial 
deception will terminate the step by increasing certain 
input features using the following saliency map ( ),S X t , 
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where i denotes an input feature. If the input features have 
a negative target derivative or the overall sum of 
derivative on other classes is positive, they will be 
ignored. Otherwise, other positive derivative components 
are considered so that it is easy to compare ( )[ ],S X t i  for 
all input features. Through the saliency map, original 
signal can be changed in certain few points with large 
impact. 
 
Further, the most significant point, i.e., ( )1 2,P P is 
calculated from the saliency map, 
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Then add slight perturbations onto the original signal, 
with a limit on the dynamic range of original signal.  
 

 ( ) ( )1 2, max minX P P X XX θ∗= + ∗ ∗ −   (5) 
 
where X ∗  represents the adversarial deception signal. By 
tuning the hyperparameter θ , the DNN will misclassify 
the adversarial deception signal. 
 
When the iterations reach the maximum number or the 
predicted label is the same as the pre-defined target label, 
iteration terminates. If the adversarial deception signals 
with perturbations are not classified correctly by the DNN, 
it is regarded as a successful adversarial deception. 
 
To show the algorithm workflow more clearly, the 
deception process is summarized as shown in Figure 1.  

 
 

 
 

Figure 1. The workflow of the proposed adversarial 
deception against radio signal classification. 

 
3 Experimental Results and Discussion 
 
The premise of successful adversary deception is that 
some prior knowledge about the network architecture 
should be known. In this section, we test the performance 
of the proposed adversarial deception method using 
simulated data. 
 
3.1 Simulated Dataset 
 
In this experiment, eight classes of radio signal are 
generated, including three radar waveforms, LFM, Barker, 
Rect and five communication waveforms, GFSK, CPFSK, 
B-FM, SSB-AM, DSB-AM. Each signal has 3000 
realizations with the sampling points of 1024N = . The 
sample rate 100sF =  MHz. The pulse width and 
repetition frequency are randomly generated for each 
waveform. Besides, each signal has unique parameters 
and is augmented with various impairments to make it 
more realistic. The radar waveforms are impaired with 
white Gaussian noise with a random signal-to-noise ratio 
(SNR) in the range of [-6, 30] dB and the step size of 
SNR is 5dB. A frequency offset with a random carrier 
frequency in the range of [ / 6, / 5s sF F ] is applied to each 
signal. These radio signals are complex so they have real 
part and imaginary part. Figure 2 show the particular 
time-frequency spectrograms of three radar waveforms.  
 

 
(a) 



 
(b) 

 

(c) 

Figure 2. Spectrogram of various signals. (a) LFM (b) 
Barker and (c) Rect. 

 
3.2 Deep neural network 
 
Considering the dataset 24000 2 1024X R × ×∈ , we build a fully 
connected neural network to mimic deep-learning based 
radio waveforms classification system. After tuning the 
hyperparameters, the neural network has four fully 
connected layers, and the number of neurons for each 
layer is 128, 128, 64 and 8, respectively. The dataset is 
split into a test set and a training set with the proportion of 
1:1. Dropout is used to avoid overfitting among the layers. 
The RELU activation function is used in the hidden layers, 
which effectively avoids the phenomenon of gradient 
disappearance and gradient explosion in the process of 
training the model. The architecture of radio signal 
classification network is illustrated as Figure 3. 
 

 
Figure 3. The architecture of radio signal classification 
network.  

3.3 Results of Adversarial Deception 
 
The experiment gives the result of two samples with SNR 
under -6dB and 29dB. Figure 4 - Figure 6 illustrate a 
particular sample with LFM radar waveform under SNR = 
-6dB. The target label is specified as Rect. It is shown that 
the difference between original transmitted waveform and 
deception waveform is slight from time-frequency domain. 
 

  
(a)        (b) 

Figure 4. The LFM waveform under -6dB in time domain. 
(a)The original transmitted waveform. (b)The modified 
waveform after adversarial deception. 

 

  
(a)       (b) 

Figure 5. The spectrum of LFM waveform under -6dB. 
(a)The original transmitted waveform. (b)The modified 
waveform after adversarial deception. 

 

 
(a)        (b) 

Figure 6. The LFM waveform under -6dB in time-
frequency domain. (a)The original transmitted waveform. 
(b)The modified waveform after adversarial deception. 

 
The radio signal classification network has an accuracy of 
100% for both original signals under -6dB and 29dB. To 
evaluate the performance, two metrics are introduced to 
measure the accuracy of deception. The targeted accuracy 
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is defined as the percentage that the adversarial deception 
signal can be classified as the target label. At the same 
time, the original accuracy that adversarial deception 
signal can be classified as the original label should also be 
considered. Generally, the probability of targeted class 
should be greater than that of the original class. The 
experiment results are listed in TABLE I. It is shown that 
the accuracy of the original signal is degraded to a great 
level after deception, as much as 80% under 29dB. The 
original signal and adversarial deception signal’s root 
mean square error (RMSE) of the real and imaginary parts 
are approximately [0.1691,0] and [0.1494,0.2084], 
respectively. Under low SNR condition, it is much easier 
to generate slight perturbation between the original signal 
and adversarial deception signal in the time-frequency 
domain. 
 

TABLE I Results of the adversarial deception 

Original 
Label 

Targeted 
Deception 
Label 

SNR
[dB]

Targeted 
Accuracy 

Original
Accuracy

LFM Rect 
-6 63.05% 36.95% 

29 56.71% 20.22% 

 
4 Conclusion 
 
The safety of artificial intelligence in radio applications is 
an important issue to be noticed. In this paper, the 
vulnerability of the deep learning model under white-box 
adversarial deception is investigated. This algorithm only 
modifies a few sample points in the signal and does not 
need to deceive the classifier by disturbing the whole 
signal samples. It is shown that this algorithm can 
generate relatively slight perturbation between original 
signal and adversarial sample even under a low SNR. 
Such an adversarial sample enable adversary to subvert 
the excepted system behavior leading to undesired 
consequences, and poses severe risks to the intelligent 
identification systems when they are deployed in real 
world. For more practical situations, it is not easier for the 
adversary to obtain exact information of neural network 
or the dataset. Therefore, the black-box adversarial 
deception should be further discussed.  
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