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Abstract 
 
Waves scattered by random disordered matter are 
virtually never completely absorbed because the system’s 
excitation and decay rates are not balanced. To achieve 
the scattering anomaly of perfect absorption (PA), we 
propose to tweak the disordered system’s scattering 
properties such that a scattering matrix zero becomes real-
valued. We experimentally demonstrate our approach for 
electromagnetic waves trapped inside a 3D chaotic cavity 
doped with meta-atom inclusions that can be programmed 
individually to tune the system’s scattering properties. We 
systematically investigate the achievability and extreme 
sensitivity of PA in disordered structures. Finally, we 
leverage the unique properties of our technique to 
demonstrate an application to physically secure wireless 
backscatter communication. 
 
 
1 Introduction 
 
The goal of fabricating materials capable of perfectly 
absorbing an incident wave is an old problem in material 
science. It requires perfect matching of the excitation and 
attenuation rate of a resonant material. A vast body of 
literature explores the possibility of carefully engineering 
a perfectly absorbing metamaterial satisfying this 
condition [1]–[7]. If a single channel delivers the incident 
radiation, the problem is also known as “critical 
coupling”. The PA scattering anomaly can be understood 
in terms of the analytical properties of the system’s 
scattering matrix: at the PA condition, one of its zeros is 
real-valued, that is, it lies on the horizontal frequency axis 
[8]. The extreme sensitivity of the PA condition to any 
sort of detuning is at the origin of its technological 
potential in sensing, wave filtering, etc. 
 
Recently, a variant of this old problem caught the material 
and wave engineering communities’ interest: what about 
perfect absorption by a material that is not carefully 
fabricated but completely disordered? [9], [10] Indeed, 
given the generality of the scattering-matrix formalism, in 
principle, PA with disordered matter is not impossible. In 
practice, however, it is extremely unlikely given the 
vanishing probability that the disordered material’s 
structure and distribution of loss can satisfy the PA 
condition. A recently proposed technique to observe PA 
in a disordered system scanned a large multi-dimensional 

parameter space involving the shape of the incident 
radiation, the operating frequency as well as the system’s 
attenuation rate [11], [12].  
 
Here, we put forth a completely different approach, which 
merely relies on adjusting some details of the complex 
scattering inside the disordered matter by doping the latter 
with programmable meta-atom inclusions whose 
scattering properties can be optimized in situ [13]. We 
experimentally validate our technique in a 3D chaotic 
cavity. The “on-demand” nature of our approach enables a 
thorough experimental investigation of the statistical 
properties of PA in disordered matter as well as the first 
technological application based on the phenomenon: 
physically secure wireless backscatter communication. 
 
2 Achievability of PA in Disordered Matter 
 
We consider the chaotic cavity seen in Fig. 1(a) as 
disordered system that is excited by a single channel, such 
that PA corresponds to zero reflected power . To 
tune the system’s scattering properties, the 16-element 
programmable metasurface [14], [15] seen in Fig. 1(b) is 
used; each meta-atom’s electromagnetic response can be 
controlled individually to mimic a perfect electric or 
magnetic conductor at its operating frequency in the 
vicinity of 20 GHz. In a disordered system, the reflected 
power is a statistically distributed quantity: different 
realizations of the system’s disorder (e.g. via a frequency 
sweep) can be interpreted as drawing a “new” value from 
the distribution. “Accidently” coming across near-zero 
values is extremely unlikely, as evidence by the 
experimentally obtained cumulative distribution function 
(CDF, see blue curve in Fig. 2). Our idea is to drastically 
increase this probability by judiciously programming the 
meta-atoms, such that the probability of observing PA 
becomes tangible. Indeed, in our experiment it increases 
by four orders of magnitude from  to 

 (for practical convenience, we define PA as 
) – see the blue and red curves in 

Fig. 2. Specifically, we observe more than 150 
frequencies within the considered range at which PA can 
be implemented “on demand” by choosing the appropriate 
configuration of the meta-atoms. In our system we cannot 
achieve PA at every desired frequency because (i) the 
meta-atoms’ frequency response is not flat and at certain 
frequencies their impact on the field is weaker; and (ii) 
the number of zeros in the vicinity of a given frequency is  



 
Figure 1. (a) Experimental setup involving a disordered 
3D chaotic cavity excited by a single channel (coax 
waveguide). One wall is equipped with a 16-element 
programmable metasurface. (b) Photograhic image of the 
metasurface. (c) Experimentally measured reflected power 
for the metasurface configuration yielding PA at 20.18 
GHz as well as for two random configurations. 

 
 
very likely not constant. To enhance the achievability of 
PA, multi-bit instead of 1-bit programmable meta-atoms 
can be employed and the total number of meta-atoms can 
be increased. Indeed, the yellow, purple and green curves 
evidence the opposite: reducing the number of meta-
atoms deteriorates the achievability of PA. 
 
3 Sensitivity 
 
The very narrow reflectance dip in Fig. 1(c) already hints 
at the extreme sensitivity of the PA condition. Since this 
sensitivity is crucial for the concept’s technological 
relevance, here we systematically study the impact of 
geometry and frequency detuning on the PA condition. 
We conveniently implement geometry detuning by tuning 
the configuration of one meta-atom away from that 
imposed by the optimal configuration. Fig. 3(a) shows 
that detuning a single pixel already completely destroys 
the PA condition, resulting in an increase of power by 40 
to 50 dB. (Note that pixels 1 and 2 had a technical defect 
in the experiment.) Fig. 3(b) shows that frequency 
detuning  by  a  few  MHz  is  also  sufficient  to  completely  

 
 

Figure 2. Experimentally determined CDF . 
The blue curve is based on the 19 – 24 GHz band and all 
possible metasurface configurations. The remaining lines 
consider for each frequency point only the reflected power 
corresponding to the optimal metasurface configuration, 
for different numbers of programmable meta-atoms. 

 
 
destroy the PA condition. A few MHz is at least an order 
of magnitude below the spectrum’s characteristic 
correlation frequency and four orders of magnitude 
smaller than the PA frequency itself. We faithfully expect 
further sensitivities, e.g. to the port’s spatial position, but 
these are not easily observed in experiments. 
 
 
 

 
Figure 3. (a) For each meta-atom, the probability density 
function  of the change of  on a logarithmic 
scale upon detuning is shown, evaluated based on the 168 
frequencies for which . (b)  for each 
considered frequency-detuning strength. 

 
 
4 Application to Secure Communication 
 
We now leverage the unique “on demand” feature of our 
technique as well as the extreme sensitivity of PA 
established in the previous section to propose a physically 
secure scheme for wireless communication. Indeed, the 



scheme we propose is secure on the hardware level such 
that no data encryption is needed: communication can 
only take place if its physical security is guaranteed. 
Unlike conventional communication systems in which 
Alice actively generates and modulates waves to transfer 
information to Bob, in our scheme Alice only controls the 
metasurface configuration and thereby the scattering 
properties of the propagation environment – see Fig. 4(a). 
Bob emits waves in order to monitor the reflected power 
spectrum on his port. In order to transfer information to 
Bob, Alice configures the propagation environment to 
switch PA on and off at Bob’s port.  
 
We focus in the following on the case of an eavesdropper 
Eve being part of the communication system since the 
beginning because if she appeared during operation, Eve’s 
presence would detune the geometry and destroy PA, 
revealing her presence. If Alice transfers information to 
Bob by alternating between the special PA configuration 
and a random one, or between two PA configurations for 
two distinct frequencies, Eve could capture most of the 
transferred information. Indeed, although PA is only 
observable on Bob’s port, with a high dynamic range Eve 
could detect the switching between two fixed 
configurations and decode the binary message up to a 
confusion regarding which configuration is “1” and which 
is “0”. However, as shown in Fig. 4(b), our technique 
enables “on demand” PA at several frequencies, so “1” 
(resp. “0”) can be defined as creating a PA (resp. nonPA) 
condition for Bob’s port at a randomly chosen frequency.  
 
Eve can either monitor her own port’s reflection spectrum 
or the energy that Bob radiates as he monitors his own 
port’s spectrum. Upon visual inspection, neither of these 
two quantities shown in Fig. 4(c) contains the information 
transmitted from Alice to Bob. The physical security of 
our scheme is also confirmed via a self-supervised 
artificial neural network auto-encoder: while the data 
measured by Bob is easily clustered into two groups 
corresponding to “1” and “0”, the same is not true for the 
measurements that Eve can make. Hence Bob correctly 
receives all bits whereas Eve can only measure a series of 
random signals irrespective of her dynamic range. Bob 
could add a further level of security by varying the 
incident field he uses over time. 
 
5 Summary 
 
We proposed and experimentally demonstrated a route to 
achieving PA “on demand” in disordered matter solely by 
tuning its disorder with programmable meta-atom 
inclusions [13]. Looking forward, our demonstration for a 
single-channel scenario can be generalized to multiple 
excitation channels (“coherent PA”, CPA) [16], [17]. Our 
method can then also be expanded to achieve CPA with 
any fixed arbitrary injected wavefront [18]. Besides the 
reported technological promise held in the area of secure 
communication [13], other applications include wave 
filtering and precision sensing. From a theoretical point of 
view, the extreme sensitivity of the PA scattering anomaly 

 
 

Figure 4. (a) Experimental setup identifying Alice 
(controls the metasurface), Bob (controls port 1) and Eve 
(controls port 2). (b) Selection of eight metasurface 
configurations yielding PA at eight corresponding 
frequencies (indicated with arrows) as well as eight 
configurations not yielding PA at these frequencies. (c) In 
situ measurements of information transfer from Alice to 
Bob using randomly chosen PA (nonPA) configurations 
out of those identified in (a) to encode “1” (“0”). The 
signals that Eve can monitor are also shown. An 
autoencoder-based analysis clearly clusters PA and 
nonPA configurations in the 2D hidden variable (HV) 
space based on Bob’s measurements, but not based on 
Eve’s measurements. 

 



can be related to the associated divergence of the time 
delay [17]. 
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