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 The concept of electromagnetic (EM) Topology is an excellent tool [1-4] to evaluate and mitigate  the EM 

vulnerabilities of an electromagnetically complex facility. The electromagnetic compatibility (EMC) modeling 

process consists of establishing a relationship between a cause (such as a source of interference) and an effect (such 

as the response of a piece of electronics). EM topology helps in taking an electromagnetically complex problem and 

breaking it up into smaller components that are more manageable. Facilities with sophisticated electronics) need to be 

immune to external electromagnetic fields that it could encounter in its normal operation, or radio frequency (RF) 

environments resulting from attacks on the facility with hostile intentions. This methodology permits any facility to 

be viewed as a collection of conducting surfaces (or “barriers”) that attenuate the incident EM field environment and 

effectively shield the interior regions and sensitive electronics from the external EM field. In most facilities, the 

conductive portions of the electromagnetic barrier are not perfect, as there will be conductors passing through the 

surfaces. External EM energy can penetrate into the building via currents flowing on these conductors. In general, 

these conductive penetrations arise from the telephone, communications, power and other non-electrical conductors. 

In addition to these penetrations, there are several apertures (holes) in the facility enclosure (e.g., the entrances of the 

facility), and EM fields may penetrate into the interior at these points. Finally, EM field diffusion through the facility 

walls and roof is a possibility. The above three fundamental ways by which external EM energy can penetrate into the 

IBBK 07 facility can be characterized by the acronym CAD as follows: 

 C      Conductive penetrations   A      Aperture coupling, and  D     Diffusive coupling. 

Interaction Sequence Diagram (ISD) 

 To develop a way for estimating the EM responses inside the facility, the interaction sequence diagram is 

used. ISD is a representation of the principal paths that the EM energy takes as it penetrates into the facility. To 

determine this diagram, the topological representation of the facility is examined for all penetrations, and the 

propagation paths from the outside EM field source to the internal components are identified. Because the most 

important paths are the conductive paths, many models are available to predict the behavior of current and voltage on 

such paths and ultimately, at internal equipment that may be affected. ISD is essentially an electromagnetic 

interference (EMI) “wiring diagram” for the facility. It shows how externally produced EM energy can couple to 

external parts of the facility, penetrate through the shielding barrier, propagate to internal equipment, and ultimately 

deposit energy at the equipment or component level. At internal locations in the facility, these three EM field 

components couple to internal wires and provide excitation to internal electronics. Ultimately, these signal paths 

combine at a typical internal location where a response of an internal component is desired. Ultimately, the signals at 

the equipment located in a sub-volume of interest are estimated. This is done by developing signal transfer functions 

for the coupling, penetration and propagation phenomena that occur on the ISD. Analysis can be performed, 

involving more electrical details of the ISD signal paths. It is also possible to put the topological model to use by 

designing measurements to estimate these transfer functions and to determine the local EM stresses at critical internal 

loads. Moreover, if such measurements are done in sufficient detail, it is possible to develop statistical representations 

of the field and current distributions inside the facility, and will aid in estimating equipment responses. In this 

presentation, we present the results of applying EM topological approach to practical systems. 
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