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Abstract 
 
MIL-STD-188-125-1 provides protection and test 
requirements to build a shielded building against the 
threat of High-altitude Electromagnetic Pulse (HEMP) 
produced by a nuclear detonation in the upper 
atmosphere.  Over the years it has become apparent that 
improvements are needed in the standard. 
 
1. Introduction 
 
The military standard, “High-Altitude Electromagnetic 
Pulse (HEMP) Protection For Ground-Based C4I 
Facilities Performing Critical, Time-Urgent Missions, Part 
1: Fixed Facilities, MIL-STD-188-125-1 [1], updated in 
1998, was originally written in 1990 and has had some 
modifications over the years.  While intended for military 
applications (and in particular for only a particular class 
of military systems), it is being used today in some 
commercial applications.  Unfortunately the standard does 
not use normal commercial test procedures to allow the 
standard to be applied uniformly.  In addition, there are 
questions concerning some of the levels required for 
testing that are not practical and may not be necessary.  
This paper will point out some of the flaws in the current 
standard with the hope that the military will consider 
improvements in the future. 
 
The potential improvements to be considered include: 

• To provide alternative power entry geometries 
to reduce the conducted environment 

• To provide alternatives to the surface power 
conduit requirement to include highly shielded 
cables 

• To replace the E3 HEMP “DC” injection test at 
the building with a harmonic test 

• Correct the pulse width of the E1 HEMP 
injection test to align with published data 

• Identify the tolerances for all tests defined in 
the standard, including E1 HEMP injection 
parameters 

• Identify how to process time domain injection 
data considering frequency domain sensor 
sensitivity data 

• Reevaluate the residual requirement for power 
line injection testing to consider the normal 
current and voltage operational level 

This paper will discuss each of these recommendations in 
some detail.  

 
 
2. Entry of Power Lines 
 
Clause 5.7.2.1 and Table B-II of [1] requires that for the 
commercial power lines entering a shielded building that 
a common mode injection of a 5 kA pulse with a rise time 
of ≤ 20 ns is required.  It turns out that this high peak 
level is due to the fact that the power line is assumed to be 
elevated above ground up to the building.  It is well 
known that in order to reduce this induced E1 HEMP 
current, running the power line more than 10 meters to the 
building (or to a pad mounted transformer with a further 
underground feed) will reduce the peak current by 
approximately a factor of ten [2].  This will reduce the 
requirements of the power filter reducing the hardening 
costs. 
 
It is important to note that for most industrial buildings, 
bringing the power feed to a building is usually 
underground to a pad mounted transformer, with the 
continuing low voltage feed into the building being fed 
underground.  If the military did not want to exclude the 
possibility of an aboveground power feed, then it could 
give an option in a revised standard (with different pulse 
drive requirements). 
 
3. Requirements for Power Conduits 
 
During the application of this standard, there are often 
cases where there is a need to run power or data between 
two highly shielded buildings.  The standard only permits 
the use of conduits for this purpose and sets maximum 
lengths of cables as a function of the size of the conduit.  
It assumes that the conduit is either placed on the surface 
of the ground or is buried.  Table II from the standard [1] 
is shown below. 
 

Table 1.  Maximum conduit length vs. conduit OD 
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TABLE II.  Maximum conduit length as a function of conduit outside diameter (OD).

Type of Cable Run and Conduit

Maximum Conduit Length (m)

5 cm  OD < 10
cm

10 cm  OD < 15
cm

15 cm 
OD

Signal and Low Current Power
Lines
   Buried Conduit
   Nonburied Conduit

37
6

75
12

112
18

Medium Current Power Lines
   Buried Conduit
   Nonburied Conduit

200
60

600
120

1120
180

High Current Power Lines
   Buried Conduit
   Nonburied Conduit

200
200

600
600

1,200
1,200

suppression/attenuation devices are not required on the penetrating conductors under these|
conditions.|

|
Any cable run containing one (or more) control or signal conductors is considered to be a|

signal line.  A power cable run containing one or more conductors with maximum operating|
currents less than 1.0 A is a low current power line.  A power cable run in which the maximum|
operating current on the lowest rated conductor is between 1.0 A and 10 A is a medium current|
power line.  A power cable run containing only power lines with operating currents greater|
than 10 A is a high current power line.  A conduit is considered buried when less than 1 m |
(3.3 ft) of its total length is not covered by earth or concrete fill; it is nonburied if 1 m (3.3 ft)|
or more of the total conduit length is not covered.|

5.7.7.2  Conduit requirements.  HEMP protection conduits shall be rigid metal conduit,|
with circumferentially welded, brazed, or threaded closures at all joints and couplings, pull|
boxes, and penetrations through the facility HEMP shields at both ends.  A Norton source,|
with an 800-A short-circuit current on a buried signal or low current power line conduit and a|
5000-A short-circuit current on a nonburied signal or low current power line conduit,  20 ns|
risetime and 500-550-ns FWHM, and source impedance  60 , shall produce a residual|
internal transient stress no greater than 0.1 A on the wire bundle inside the conduit.   The same4|
sources connected on the outer surface of a medium or high current power line conduit shall|
produce a residual internal transient stress no greater than 10 A, when the operating current on|
the lowest rated conductor in the wire bundle inside the conduit is greater than 10 A, and no|
greater than 1.0 A when the operating current is between 1.0 A and 10 A.4|



It is difficult to understand the relationship between the 
diameter of the conduit and the length, although the 
assumption appears to be that smaller diameter conduits 
allow more efficient coupling to the wires inside the 
conduit.  It also assumes that the leakage from the outside 
to the inside of the conduit couples coherently to the 
internal conductors and adds in phase for a time 
dependent pulse of current.  Finally current interpretation 
is that a shielded power cable, for example, cannot be 
used instead of a conduit, because it is not a conduit and 
its outer diameter is usually much smaller than the 
specified conduit parameters.  This is unfortunate since 
some shielded cables have much higher mechanical 
strength than conduits and would have a longer lifetime. 
 
4. Injection of E3 HEMP 
 
There are three parts (in time) to the high-altitude 
electromagnetic pulse as defined in [1] but also in IEC 
Standards [3].  The late-time E3 HEMP is defined as 
starting approximately after 1 second in time.  There is a 
requirement in Table B-II to inject a very slow current 
pulse into the commercial power system POE, with a rise 
time of less than 0.2 seconds, a peak value of 1 kA, and a 
pulse width at half maximum of 20-25 seconds. 
 
As discussed in [2] the MHD-EMP mechanism generates 
slowly varying magnetic fields in the Earth that are 
converted to low-level electric fields up to a level of 40 
V/km.  This low level field generates a quasi-dc current 
flowing in the high-voltage power grid, and to a lesser 
extent in the medium voltage power grid, that could lead 
directly to a building in a rural area.  However this current 
does not flow directly into a building, since the medium 
voltage power must be converted to low voltage for use in 
the building.  This conversion usually occurs in a pad-
mounted transformer. 
 
The military standard [1] assumes that this current will 
flow directly into the building on the commercial power 
cable, but this would be extremely unusual for this to 
occur.  The test requires only that injecting this 1 kA 
current into the POE does not cause damage. 
 
Unfortunately it is well known from the effects of 
geomagnetic storms [4], which are very similar to the E3 
HEMP in their time profile, that the major impact of the 
quasi-dc currents flowing in both the high-voltage and 
medium voltage power networks is to cause transformers 
to go into half-cycle saturation and create power 
harmonics (most strongly the 2nd harmonic), which then 
can flow throughout the entire power network down to 
low voltages.  It would therefore be a more realistic test to 
inject a profile of harmonics into a protected building to 
ensure that the electronics inside the facility are able to 
operate normally without interference.  Sample harmonic 
profiles have been suggested in [5]. 
 
 
 

5. Conducted E1 HEMP Waveshape 
 
The requirement to inject the E1 HEMP conducted 
current into the building POE is found in Table B-II [1] 
and is specified with a pulsewidth of 500-550 ns.  This is 
intended to cover the induced current on an aboveground 
power line with a rise time faster than 20 ns.  According 
to work in the IEC [2], and based on peer-reviewed 
calculations, the appropriate pulse width for coupling to 
aboveground power lines is 10/100 ns, and for 
underground power lines it is 25/500 ns.  This should be 
corrected.   
 
6. Tolerances for Pulse Shapes 
 
In Table B-II of the standard [1] each of the pulse injected 
parameters are defined in terms of rise time, peak value 
and full width at half maximum (FWHM) and source 
impedance of the pulser to be used.  Unfortunately in only 
one case are tolerances given.  This makes repeatability of 
testing difficult especially today as more than one 
company makes pulsers for testing to this standard. 
 
In particular the peak short circuit current does not 
provide a plus-minus value to be achieved, the risetime 
provides the maximum rise time allowed without a range 
of acceptable values and the source impedance requires 
values greater than stated values.  In standard test 
laboratories, it is expected that a range of acceptable 
values be presented, since it is impossible to reach exactly 
a particular value for the input pulse (peak value in this 
case).  The pass/fail residuals for each test provide a 
maximum allowable value, so variations on the input 
pulse can create an inconsistency for testing filters when 
using different pulsers.  
 
 
7. Sensor Sensitivity Issues 
 
For the E1 HEMP injection testing in the standard [1], the 
pulse is injected in the time domain and the residual 
currents are measured in the time domain.  In terms of 
instrumentation, the standard requires current sensors to 
have a bandwidth of 10 kHz – 750 MHz for the injected 
transient and a bandwidth of 100 Hz to 750 MHz for the 
residual measurement.  In both cases the measurements 
are to be made to a time of 5 ms. The problem is that no 
sensor will be perfectly flat in its response over the entire 
frequency range, and in most cases it may require the 
Fourier transform of the time-dependent measurement, to 
correct in the frequency domain for the sensitivity of the 
sensor and then convert back to the time domain to ensure 
that the waveform met its requirements. 
 
A recent example of a set of tests on a single filter where 
multiple pulses were injected and measured, but using 
different numbers of time points, ended up with different 
results, some of which indicated a failure and others that 
indicated a pass situation. 



 
The particular test involved a HEMP 1200 A Filter tested 
with a 0.25-ohm resistor.  Thirteen separate shots were 
taken with variations in the length of time scan and the 
number of points digitized.  Figure 1 shows all 13 
waveforms overlaid, and while it is not possible to see all 
13 separately, there are 4 waveforms that were extremely 
noisy.  When the details of the waveforms were checked, 
it turned out the 4 “problem” waveforms had a larger 
number of points that when processed creating an aliasing 
problem.  Figure 1 show the erroneous data, and Figure 2 
shows the data after correction. 
 

 
Figure 1. Thirteen residual E1 HEMP waveforms for the 
same filter tested with 4 waveforms showing high levels 
of noise. 
 

 
Figure 2. Thirteen residual E1 HEMP waveforms for the 
same filter tested after corrections were applied to the 4 
noisy waveforms. 
 
What this set of data clearly indicates, is that it is not 
enough to give the bandwidths of sensors to ensure that 
all tests are the same.  There are several options on how to 
solve this problem, including identifying exactly the 
sampling requirements and how to process sensor 
corrections.  Another option would be to identify sensor 
variations in a particular bandwidth as being smaller than 
a particular value, so that there is no need to process time 
domain data into the frequency domain and back again. 
 
8. Power Line Residual Variations 
 
In Table B-III of the standard [1] the peak current residual 
for the commercial power line test is < 10 A.  There is no 
consideration as to whether one is testing a 100 A or a 
1200 A filter.  Nor is there any consideration to the 

system voltage as some systems may operate at 120/208 
VAC, others at 277/480 VAC or even at much higher 
voltages of 2400/4160 VAC.  For the smaller 100 A filter, 
a 10 A residual is 10% of the normal operating current, 
while for a 1200 A filter the residual is ~0.8%.  The 
purpose of the residual current value is to ensure that any 
signals penetrating inside the shielded building do not 
perturb the electronics operating inside.  However, current 
cannot be forced into a load without a voltage present.  
Hence, the resulting voltage transient developed across 
the load should be considered, since it is this voltage 
transient that can cause damage to equipment.  In order to 
do this, consideration of the system voltage is necessary.   
 
In the 100 A filter example, the test load would be 1.2 
ohms in a 120/208 VAC system, 2 ohms in a 277/480 
VAC or 2400/4160 VAC system, since the test load 
should be the lesser of 2 or V/I ohms [1].  A maximum 
residual of 10 A would generate a residual voltage 
transient of 12 volts at 120 VAC and 20 volts in a 277 
VAC or 2400 VAC system.  This represents a voltage line 
increase of 10%, 7.2% or 0.8% for a few milliseconds 
respectively for each voltage system at 100 A.   
 
Consider a 1200 A filter in the various voltage systems.  
The maximum residual is set at 10 A according to the 
standard.  The test loads are 0.1 ohms for a 120 VAC 
system, 0.23 ohms for 277 VAC, and 2 ohms at 2400 
VAC.  That represents a voltage transient of 1 volt for the 
120 VAC system, 2.3 volts for a 277 VAC and 20 volts 
for a 2400 VAC system.  That is a 0.8%, voltage increase 
for all cases.  It is clear that for all voltage systems, the 10 
A residual on a 1200 A filter has a negligible effect on the 
system voltage.  Under normal operations, variations in 
the range of several percent in voltage can occur, and for 
fast transients, there may be even larger (temporary) 
variations.  Typical distribution power voltage swings 
could be in the order of +/- 10%.   It would make sense 
then to limit the residuals according to the levels of the 
voltage systems and as a percentage of the corresponding 
load voltage at or below what such systems typically 
tolerate.   
 
The above commentary illustrates that defining current 
residuals without regard to the voltage system level or 
filter current rating does not seem to provide a consistent 
method for determining adequate system protection.  A 
more consistent and practical method would be to 
measure the voltage residuals at the load and set a 
percentage tolerance according to the voltage system in 
use.  Current residuals could still be used, but this would 
require a conversion back to the corresponding voltage 
developed across the test load and then apply the limits.  
For example, in the case of the 1200 A filter in a 277/480 
VAC system, a limit of < 10% voltage transient could be 
specified, which is < 28 volts.  Working the problem back 
to the current residuals on the 0.23 ohm load, gives a 
maximum residual current of approximately 120 A.  
 



Table 2 below shows the relationship between the testing 
loads in the standard [1] and actual system voltages, with 
some filter examples at various currents with suggested 
residual current and voltage limits.  This table clearly 
illustrates that a percentage of the system voltage (in this 
case, +10%) is a much more relevant way of applying 
consistent residual criteria to the protection of electrical 
equipment connected to a commercial power line. 
 
 
 
Table 2.   Examples of residuals using a ±10% system 
voltage transient 
 

 
 
 
 
9. Conclusions 
 
MIL-STD-188-125-1 has been a very good standard for 
many years, but since the latest version has not been 
updated in 12 years, an effort should be made to improve 
its usage.  In addition, even for military applications there 
are too many ambiguities in the standard to allow 

different test teams to acquire the same results when 
testing the same facilities.  It is hoped that the individuals 
in charge of this standard will make an effort to improve 
its usability in the future. 
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RATED	  CURRENT TL CRL VRL TL CRL VRL TL CRL VRL
AMPS
30 2.00 6 12 2.00 13.85 27.7 N/A
100 1.20 10 12 2.00 13.85 27.7 2.00 120 240
250 0.48 25 12 1.11 25 27.7 2.00 120 240
400 0.30 40 12 0.69 40 27.7 2.00 120 240
600 0.20 60 12 0.46 60 27.7 2.00 120 240
1200 N/A 0.23 120 27.7 2.00 120 240

TL:	  TEST	  LOAD	  (ohms)
CRL:	  CURRENT	  RESIDUAL	  LIMIT	  (amperes)
VRL:	  VOLTAGE	  RESIDUAL	  LIMIT	  (volts)

RATED	  VOLTAGE
120/208	  VAC 277/480	  VAC 2400/4160	  VAC
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