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ABSTRACT 
 
A novel technique of assessing the immunity of digital systems to radio-frequency interference is proposed, based on 
the characteristics of the re-emission spectrum of the equipment-under-test. We review the theoretical basis of the 
technique, identifying how the mechanism that gives rise to non-linearity in the re-emission spectrum is related to 
induced timing variation in the digital signals, and therefore to the susceptibility of the system.  The potential utility of 
the technique for electromagnetic compatibility testing and diagnostic purposes is illustrated with results from 
applications to a test board and a microcomputer. 
 
INTRODUCTION 
 
Commercial electromagnetic compatibility (EMC) radiated immunity tests typically involve illuminating the 
equipment-under-test (EUT) with an analogue modulated electromagnetic field and measuring the resulting 
performance of the EUT. For an analogue EUT the effect of radio-frequency interference (RFI) may be that 
demodulation occurs and that the modulating signal is seen at the EUT output; alternatively rectification of the RFI may 
occur and be seen as a change in DC bias in the system. Both of these effects are progressive and the degree of 
disruption for any given illuminating field can often be measured. For a digital system, failure to RFI is often abrupt 
giving little or no warning via progressive degradation in performance [1,2]. For complex hardware the immunity can 
even be a function of the software running on its microprocessors and therefore exhibit strong time dependence. It is 
therefore difficult to measure the degree of interaction between digital hardware and RFI with standard immunity tests. 
Previous investigations have demonstrated that if radio-frequency (RF) energy penetrates into a digital system then the 
switching of states in the circuits leads to cross modulation products appearing as system operating signals modulated 
onto the interfering signal [3,4]. These new frequencies may be re-radiated by the EUT, and so if a measurement of 
radiated emissions from the product is made simultaneously with the illumination of the product then an indication of 
the penetration of the RFI into the digital circuitry may be obtained. 
 
THE RE-EMISSION SPECTRUM 
 
Generation Mechanism – Cross Modulation 
 
To demonstrate the generation mechanism of the re-emission spectrum considered the simple circuit in Fig. 1, which 
consists of a single transmission line (PCB track) between two integrated circuits (ICs). An external electromagnetic 
field will coupled to the transmission line giving rise to RF voltages and currents in the conductors. The distributed 
excitation of the transmission line can be represented by a distributed series voltage source, VF, and shunt currents 
sources, IF,  (only one of each is shown in Fig. 1 for clarity.). We will assume that the frequency of the RF radiation is 
much greater than the clock frequency of the digital waveform between the two ICs and for simplicity take the 
waveform to be a pure clock signal, c(t), with period Tclk as shown in Fig. 2. Consider the situation just after the digital 
signal goes high (H). The output impedance of IC1 is then Z1H and the input impedance of IC2 is Z2H. After a short 
transient period the RF energy coupled to the transmission line will reach a steady state, with a corresponding voltage, 
V(z), and current, I(z), distribution which depends on the impedances Z1H and Z2H. The current on the line will give rise 
to a re-radiated electromagnetic field, Emod, whose amplitude and phase also depend on the impedances Z1H and Z2H. As 
the digital signal switches to the low (L) state there will be another short transient after which a new RF steady state 
will be reached which depends on the different impedances Z1L and Z2L of the ICs the low state. The amplitude and 
phase of the re-radiated field will therefore also change as the circuit switches. If the incident field is sinusoidal we can 
therefore write the re-radiated field at some observation point as 
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Fig 1. Illustration of the excitation of a digital circuit by 
an external electromagnetic field. 

 

c(t) 

t Tclk 

1 

0 

Z(t) 

t Tclk 

ZH 

ZL 

 
Fig 2. Digital waveform, c(t), and two state input/output 

impedance of an IC.
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where EH,L and φH,L are the amplitude and phase in the high and low states respectively and  ωc is the angular frequency 
of the incident field. EH,L and φH,L will be functions of the circuit geometry, observation position, incident field strength 
and other parameters. This relation explicitly demonstrates the two-state nature of the re-radiated electromagnetic field, 
which is a signature of the interaction between the incident field and the digital circuit. In the frequency domain the 
spectrum of the re-radiated field given by (1) can be written as 
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is the spectrum of the digital clock signal and fclk=1/Tclk is the clock frequency. The spectrum therefore consists of the 
incident field double sideband modulated by the clock signal in the circuit. The characteristic spectrum of the digital 
circuit that is subjected to the external interference is therefore manifested in the re-emission spectrum as cross-
modulation sidebands.  This suggests the possibility of both identifying that a digital circuit is suffering interference and 
also quantifying the effect, before any functional misbehaviour of the circuit occurs. In practice the coupling path of the 
re-radiated field out of the EUT will also shape the form of the re-emission spectrum and hence the modulation 
sidebands will be distorted. However the cross-modulation products (CMPs) will still occur at frequencies given by 
 
    clkcscat fmff ±=  (4) 
 
where m is a positive integer, allowing the spectrum to be associated with the interaction of the incident field with a 
digital circuit clocked at frequency fclk. 
 
Non-Linear Effects – Susceptibility Indicators 
 
The amplitudes of the CMPs in the re-emission spectrum cannot be used directly to quantify whether or not the degree 
of interaction between a circuit and RFI is likely to cause disruption. Indeed CMPs can be visible even at quite low 
levels of RFI. In order to obtain susceptibility information about the EUT we must consider the linearity of the re-
emission with increasing incident field strengths. When the induced inference signal on the transmission line is low the 
cross-modulation process is linear, i.e. the amplitude of the re-radiated CMPs rises linearly with the incident field 
strength. However, once the level of interference is sufficient to cause the voltage on the transmission line to push into 
the non-linear switching regime of the digital devices the interaction will start to become non-linear. This will give rise 



to two important effects: Firstly the amplitude of the CMPs will no longer be linearly related to the incident field 
strength. Secondly the non-linear reflections from the devices will give rise to inter-modulation products between the 
incident field and the digital signal. In particular harmonics of the incident frequency, fc, will be generated which will 
also become cross-modulated by the digital waveform leading to higher order CMPs at frequencies 
 
    clkcscat fmfnf ±=  (5) 
 
where n is a positive integer greater than one. Both these effects are indicators that the interference in the circuit has 
reached a level at which it is beginning to disturb the operation of the circuit. It is expected that the onset of these 
effects will coincide with an increase in time jitter in the digital waveforms since both are caused by the same 
mechanism. It is therefore reasonable to postulate that non-linearity in the re-emission spectrum will correlate with 
dynamic failures in digital circuits caused by RFI induced timing variations as well as false switching of the devices.  
 
MEASUREMENT TECHNIQUE 
 
The measurement of the re-emissions from an EUT essentially involves a simultaneous emissions and immunity test. 
Different measurement environments may be used, such as anechoic chambers or transverse electromagnetic (TEM) 
cells, each requiring slightly different experimental configurations. A typical test configuration for an anechoic chamber 
would comprise of a signal generator, power amplifier and antenna to illuminate the EUT and another antenna with a 
receiver or spectrum analyser to measure the re-emission spectrum. In a practical measurement environment the cross-
modulated field will be only one component of the scattered field that is measured in a receiver. In general the total 
scattered field will consist of three terms: 
 
    modunmoddirectscat EEEE ++= , (6) 
 
where Edirect is the direct coupling between the transmission and reception antennas, Eunmod is the unmodulated portion 
of the field, which has scattered from passive components in the EUT and Emod is the scattered field that has interacted 
with digital circuits. For real EUTs Emod will have a complex spectrum since many different circuits may be interfered 
with and the scattering will be distributed in nature. The presence of a strong directly coupled field limits the amount of 
power that can be injected into the test in order to prevent overload and damage to the spectrum analyser or receiver. 
 
It is essential that any non-linearities in the measurement system be minimised in order to prevent any misinterpretation 
of the results. This can be accomplished by inserting a band-pass filter after the amplifier and a band-stop filter before 
the receiver. The band-pass filter blocks harmonics of the threat frequency generated in the amplifier from illuminating 
the EUT and the band-stop filter, in addition to protecting the receiver, reduces the potential for non-linear interactions 
in the front end of the receiver due to the strong directly coupled RF energy.  
 
RESULTS FOR A TEST BOARD 
 
Initial investigations were made on a simple test board, consisting of a 1  MHz clock oscillator driving a signal between 
two inverter ICs via a large track on a single-sided PCB. The PCB was designed to maximise interference pick up and 
radiated emissions.  The test board was irradiated with continuous–wave (CW) electromagnetic fields over a range of 
frequencies from 100 MHz to 1 GHz. The re-radiated emissions profile of the simple test board clearly showed the 
1 MHz clock frequency modulated onto the threat carrier. Fig. 3 shows how the level of two of the received CMPs (with 
m=±1) varied with the incident field strength for a 500 MHz illuminating field. Below about 8 V/m the variation is 
essentially linear as predicted. The test board failed at about 10 V/m due to one of the inverters ceasing to switch. This 
is clearly visible in the behaviour of the re-emissions, with a sharp change in the gradient of the CMPs. Note that the 
CMP level continues to rise beyond the failure point due to scattering from the remaining devices which continued to 
operate. 
 
RESULTS FOR A SIMPLE MICROCOMPUTER 
 
A BBC Master microcomputer was also investigated. This was considered to be sufficiently simple in its operation that 
identification of re-radiated frequencies would not be difficult. The re-emission spectrum exhibited strong CMPs related 
to the internal crystal oscillators of 16 MHz and 17.7345 MHz. The variation of two of these CMPs with increasing 
illuminating field strength is shown in Fig. 4, for an illuminating frequency of 330 MHz. 
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Fig 3. CMPs from test board illuminated with a 500 MHz 

incident field. 
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Fig 4. CMPs from a BBC microcomputer illuminated with 

a 330 MHz incident field. 

The CMP levels increased as the illuminating field strength was increased, with a change in the gradient of the radiated 
emissions about 5 dB below the field strength at which the EUT fails (60 V/m). The continuing rise of the CMP levels 
beyond the failure point again indicates that most real equipment will lose functionality before the individual devices 
stop switching, or that only a small portion of the EUT is affected while the rest continues to re-radiate linearly. 
Nevertheless the failure of the microcomputer was clearly detectable in the re-emission spectrum. 
 
CONCLUSIONS 
 
A novel immunity assessment technique for digital hardware, based on measurement of the re-emission spectrum, has 
been proposed and investigated. The technique allows the assessment of the degree of interaction between digital 
circuits in the equipment and incident RFI. Measurements on simple test boards have shown strong correlation between 
timing variations induced in the circuits and the behaviour of the re-emission spectrum caused by the RFI. Since timing 
variations are believed to be a major cause of system failure (so called dynamic failure) in digital hardware this provides 
a direct link between the re-emission spectrum and the immunity of the hardware. 
 
Initial results suggest that linearity of the re-radiate emissions begins to be lost about 5 dB below the threat level 
required to cause equipment failure. The failure of different subsystems can also be differentiated in the re-emission 
spectrum. The effects become subtler as the complexity of the digital hardware increases. The work suggests that the 
technique of measuring re-radiated emissions may be useful in determining at which frequencies digital equipment is 
likely to be susceptible, investigating the mechanisms of failure of the equipment and in predicting the interference 
level at which a failure might occur. 
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